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It’s only March, but we may already have the cyber 
security crisis of the year. On March 2, Microsoft        
revealed that it had uncovered a “number of attacks 
using previously unknown exploits targeting             
on-premises Exchange Server software.” Microsoft 
blamed a “nation-state actor” based in China that it 
dubbed Hafnium. The hack of on-premises Exchange 
email and calendar software affected Exchange Server 
2010, 2013, 2016, and 2019.  
 
The implications of the Microsoft Server Exchange 
email hack are enormous. In short, it could allow     
cybercriminals to remotely take full control of your   
on-premises Exchange Server and all the sensitive   
data it contains. 
 
 
Continued on next page... 

MICROSOFT EXCHANGE SERVER EMAIL 
HACK: WHY THIS IS SUCH A BIG DEAL 
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Microsoft hasn’t said how many corporate and government 
Exchange Servers have been exploited, but security expert 
Brian Krebs said the number is “at least 30,000” in the U.S. 
alone.  The Wall Street Journal, meanwhile, says the number 
may be more than 250,000 worldwide. Krebs noted that a 
“significant number” of the victims were small businesses 
and local governments. 

The vulnerability has existed for a long time. Because      
Exchange Server 2010 — which reached end-of-support last 
year — was one of the products receiving an emergency 
patch, Krebs suggested that the exploited vulnerabilities in 
the code could go back more than 10 years. And security 
firm Netcraft said that “all of the backdoors hide in plain 
sight on the web server’s file system but are disguised as  
benign scripts or information dumps” — meaning they have 
probably been lurking there for some time. 

While Microsoft rolled out updates for the affected           
Exchange servers, it is clear not all IT admins have applied 
the patches — or even gotten the message how serious this 
Exchange email hack is. On Monday, Microsoft said that it 
“continues to see multiple actors taking advantage of        
unpatched systems to attack organizations with on-premises 
Exchange Server.” This was reinforced by research from 
Netcraft, which said it is seeing a “feeding frenzy” of        
activity by cybercriminals trying to hack unpatched          
Exchange Servers now that the vulnerabilities had been     
revealed. 

Microsoft said that the hack only affects on-premises       
Exchange. Outlook Online was not affected, Microsoft said. 
Microsoft also said the hack was “in no way connected to 
the separate SolarWinds-related attacks.” 

Of the several takeaways from this hack, one may be that 
more companies will decide to migrate their on-premises 
Exchange mail servers to cloud-based email. And            
considering how many organizations may have been hit 
even after Microsoft closed the vulnerabilities with updates, 
IT departments should think about investing in good patch 
management software.—Peter King for Techgenix 

Did you know about 

our new Cloud Portal? 

This new tool will    

allow you to open 

tickets directly with us 

here at Tech Hero at 

the click of a button! 

To try it out, just go down to 
your system tray and look for 
the small blue IT icon. After 
you’ve double clicked on it 

you will need to sign in (You 
will only need to do this once!) 

 
Once you are in you can click 
around explore the software. 

If you have any questions, feel free 

to reach out to us at the number 

below! 

(800) 900-TECH x2 
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Free Consultation 
to review your 

VMware  
Licensing! 

Contact your Tech Hero 
sales representative to 

schedule a FREE review 
of your VMware licensing.  

 
Find out ways to save 

money, ways to receive 
free upgrades, and a 

better understanding on 
the VMware license 

models.  

1-(800) 900-TECH 

(option 2)    

Sales@TechHero.com 

ANOTHER SCHOOL DISTRICT 
HIT BY RANSOMWARE ATTACK 

A Michigan school district is reporting a ransomware 
attack, the latest in a surge of cyberattacks 
against governments, agencies, and schools. As reported 
by local news WNEM, the superintendent of Saginaw 
Township Community Schools, Bruce Martin, noticed a 
sign of compromise on Feb. 20. As quoted by WNEM, 
Bruce Martin stated the following about the incident:  

“We were starting to get some emails from teachers  
saying they were having trouble getting into our net-
work... We have a tremendous amount of support from 
Saginaw Intermediate School District and their tech 
team, and we were actually able to get everything back 
online on Monday.” 

It is unknown how the school district came under a   
ransomware attack, but the most likely explanation is 
opening a malicious email. Ransomware gangs send out 
phishing emails en masse with the hope of hooking an 
individual who is unaware. From there, as ransomware 
is incredibly powerful, it is only a matter of time before 
an entire network is compromised.  

Continued on next page... 
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When interviewed by Michigan’s WNEM, Carl Heiden, president and CEO of Heiden 
Technology Solutions, gave advice that InfoSec professionals hammer home often: 
 
“About 90 percent of all ransomware attacks, malware, spyware, all those attacks are 
initiated by a user essentially clicking on a link whether it be in an email or on a    
website... It’s that user education user prevention... Essentially if it sounds too good to 
be true, chances are it is.” 
 
Ransomware is here to stay, but it doesn’t have to be as much of a threat as it is cur-
rently. Just be smart out there.—Derek Kortepeter for Techgenix 

Client Spotlight 

 

The Epilepsy Association (formerly The Epilepsy Association of Central Florida) is dedicated to im-
proving the quality of life for persons affected by epilepsy and seizure disorders. Not only does The 

Epilepsy Association provide related medical and case management services for those with epilepsy 
but we also offer educational programs to understand epilepsy for your business, community group, 

school, etc.  
 

In addition, The Epilepsy Association reaches millions more every month through an award-winning 
epilepsy education news and information site. EpilepsyU.com is used by over 4,000,000 people in 

over 150 countries.  



Smart, cloud-managed 

IT solutions that make 

life simpler 

Powerful technology for all 

 

What is Cisco Meraki Cloud Managed 
Networking solution?  

Cisco Meraki changed the way we think 
about network management today. Its out-
of-band cloud architecture creates secure, 
scalable and easy-to-deploy networks that 
can be managed from anywhere. This can 

be done from almost any device using web-
based Meraki Dashboard and Meraki 

Mobile App.  

 

Focus on your core business and let 
Cisco Meraki manage your network  

We understand that your family, customers 
and business are important to you. Spend 
more time looking after those who matter 
the most and let Cisco Meraki manage the 

network for you.  

Call Tech Hero today to see about 

upgrading your network! 

(800) 900-TECH x2 
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KIA HIT BY RANSOMWARE? RE-
PORTS SAY YES, CARMAKER 

SAYS NO 

Bleeping Computer recently reported with corresponding         
evidence that Kia Motors America was under a ransomware 
cyberattack. The culprit was deemed to be a notorious             
ransomware variant DoppelPaymer, which has affected tar-
gets like the City of Torrance in California and Newcastle 
University. Bleeping Computer was able to make its conclu-
sions based on three key pieces of evidence. First, a tweet 
from a disgruntled Kia customer stated the following:  
 
“@Kia I went to the Kia dealership in Arizona and signed a 
new lease, yet the manager told me your computers have 
been down for 3 days due to Ransomware and has affected 
Kia all over the USA. Can’t get my car for ???? Now what? 
— Amybean (@amylee62) February 16, 2021 ” 

The second piece of evidence was that Kia Motors America 
placed the following statement on their website... 

Continued on next page... 
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KMA is aware of IT outages involving internal, dealer and customer-facing systems, 
including UVO. We apologize for any inconvenience to our customers and are    
working to resolve the issue and restore normal business operations as quickly as   
possible. 
 
Third, and most notably, the final piece of this puzzle comes via the DoppelPaymer 
gang themselves. As a coercion tactic, DoppelPaymer has placed their demands in a 
ransom note on a website they use to leak files if ransoms are not paid. The criminals 
are demanding roughly $20 million in Bitcoin, an amount that will increase by $10 
million if the payment is refused. The website shows that the attackers targeted  
Hyundai Motor America (Hyundai owns Kia) and that they will destroy and leak data 
if the ransom is not paid. 
 
Kia Motors America has put out a statement to Bleeping Computer denying the       
situation as it has been reported: 
 
“Kia Motors America, Inc. (“Kia”) is currently experiencing an extended systems 
outage. Affected systems include the Kia Owners Portal, UVO Mobile Apps, and the 
Consumer Affairs Web portal. We apologize for any inconvenience to affected        
customers, and are working to resolve the issue as quickly as possible with minimal 
interruption to our business. We are also aware of online speculation that Kia is   
subject to a “ransomware” attack. At this time, we can confirm that we have no      
evidence that Kia or any Kia data is subject to a “ransomware” attack.” 
 
Furthermore, it appears that Hyundai is experiencing outages as Bleeping Computer 
was contacted by numerous anonymous employees complaining of an outage. This 
forced the company to also release a statement that reads: 
 
“At this time, we can confirm that we have no evidence of Hyundai Motor America’s 
involvement in a “ransomware” attack.” 
 
This is a rapidly developing story, but the corporate actions up until this point seem to 
be odd. If they don’t wish to delve into specifics because it is an ongoing                 
investigation, fair enough. To act like this is some regular outage, however, isn’t an 
intelligent move. It’s clear that the Kia is facing some sort of incident, perhaps even 
ransomware, and they won’t get help if they keep the situation completely internal. 
DoppelPaymer is far too powerful to not bring in outside resources.—Derek Kortepeter for 
Techgenix 


